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Executive Summary

In 2025, the global transport and logistics (T&L) sector is navigating an era of unprecedented systemic fragility.

The confluence of structural macroeconomic volatility, a pervasive sustainability mandate, a double-edged digital

transformation, and a critical human capital crisis has rendered traditional operating models obsolete. This report

analyzes these interconnected pressures, arguing that resilience is no longer a strategic option but the central

organizing principle for survival and growth.

The report's key findings are as follows:

Structural Volatility: Geopolitical conflict, permanent tariffs, and persistent inflation have created a
new baseline of unpredictability, decoupling long-standing relationships between cost, capacity, and

demand. This new reality requires a fundamental rethinking of risk management and strategic planning.?

Regulatory Revolution: The decarbonization agenda, driven by landmark regulations from the
International Maritime Organization (IMO) and the EU, is fundamentally reshaping cost structures and
investment priorities. Sustainability is no longer optional but has become a critical performance metric
that directly impacts competitiveness.* ®

The Double-Edged Digital Sword: While artificial intelligence (Al) and automation offer powerful
tools for efficiency and visibility, they simultaneously introduce significant cybersecurity vulnerabilities

and exacerbate the skills gap. Technological adoption is thus both a solution and a new source of risk.30
33

The Labor Crisis: A "demographic time bomb" in the trucking and maritime sectors, characterized by
an aging workforce and an inability to attract new talent, poses a long-term threat to global capacity.

This human capital shortage is becoming the primary bottleneck in the global trade system.!® !

The report concludes that future-proofing the T&L sector requires an integrated strategic response that

synthesizes agile network design, deep technological adoption, proactive talent development, and collaborative

ecosystem partnerships. In this new era, the ability to adapt, absorb shocks, and maintain continuity is the most

critical competitive advantage.

Michael Dalsgaard
Founder

Knowes
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Section 1: The New Era of Global Trade: Navigating Structural Volatility and Geopolitical Risk

The transport and logistics industry has entered a new paradigm, defined not by cyclical disruptions but by
persistent and structural instability. The economic and geopolitical foundations upon which global supply chains
have been built for decades are shifting. This section analyzes the forces driving this new reality, arguing that
fragility has become the new baseline for global trade operations.

1.1 The End of Predictability: Inflation, Decoupled Costs, and Permanent Tariffs

The shift from predictable, cyclical economic pressures to a new reality of structural, policy-driven volatility has
rendered traditional forecasting models inadequate. The fundamental assumptions about the relationship
between demand, capacity, and cost have broken down, creating a high-cost, low-predictability operating

environment.'?

The macroeconomic shifts are stark and far-reaching. While global inflation forecasts for 2025 are trending
downward, inflation remains a significant concern.'* A Boston Consulting Group survey found that nearly 80%
of shippers cite tariffs and duties as a leading cause of cost increases, while more than half point to longer transit
times as another resource-draining factor.2® This cost inflation is not temporary. Tariffs have now become a
"structural feature of global trade," not a passing disruption.?” The aggressive tariff policy initiated by the US
administration in early 2025 has been identified as a primary supply chain challenge, introducing significant risk

and higher production costs."?

Simultaneously, the traditional dynamics governing the shipping market have changed. The long-standing
relationship between shipping capacity and cost no longer holds. In certain trade lanes, freight rates have
collapsed despite tighter availability, making route flexibility a necessity rather than an operational detail.® The
analysis firm Drewry forecasts a cyclical downturn, where any rate increases are likely to be caused by
disruptions, not strong demand.'* This decoupling is underscored by data from the Global Supply Chain
Pressure Index (GSCPI), which shows a direct correlation between supply chain disruptions and goods price
inflation in the US and the Euro area.'* Studies have shown that supply chain pressure shocks were the

dominant driver of Euro area inflation in 2022, with persistent effects.'®

The combination of permanent tariffs and persistent inflation creates a "cost-amplifying loop." Tariffs directly
increase goods costs, contributing to consumer and producer price inflation. Central banks respond with tighter
monetary policy to dampen demand. However, due to the structural nature of tariffs, costs remain high even as
demand falls.!® At the same time, freight rates are already declining due to weakened demand, but the total cost
for shippers remains elevated due to structural factors like new labor contracts and higher insurance premiums.’
This leaves the industry caught in a trap: the primary tool for fighting inflation (dampening demand) does not
address the root cause of the high-cost environment. This leads to a prolonged period of squeezed profitability
and high operational risk, a fundamentally different challenge than a simple cyclical downturn.

1.2 The Geopolitical Gauntlet: From Red Sea Chokepoints to Persistent Trade Tensions

Geopolitical events are no longer isolated "black swans" but have become defining features of the global trade
landscape. These events disrupt physical routes, reconfigure trade alliances, and introduce layers of regulatory

and compliance complexity that permanently change the rules of the game.

The targeted attacks on vessels in the Red Sea, which began in late 2023, have become a "defining feature of
global logistics in 2025," with consequences rippling through the entire system.'? These attacks are forcing

shipping lines to reroute, leading to longer transit times and higher fuel and insurance costs.!” Concurrent
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disruptions at the Panama Canal due to drought illustrate the confluence of geopolitical and climate-related risks

hitting two of the world's most critical trade arteries simultaneously.'®

Beyond physical disruptions, trade wars and sanctions create long-term barriers. The US-China trade war creates
persistent uncertainty and volatility.'® Sanctions and embargoes restrict access to crucial markets and suppliers,
forcing companies to reroute their supply chains and increasing complexity. The war in Ukraine, for example,
has impacted the availability of truck drivers and disrupted the supply of key industrial materials like palladium
and neon.'®

This geopolitical uncertainty is compounded by growing regulatory complexity. New US customs rules
introduced in late 2024 require detailed documentation for all packages from China, overwhelming customs
brokers and causing delays.2” At the same time, the expansion of the so-called Uyghur Forced Labor Prevention
Act (UFLPA) Entity List increases scrutiny and the compliance burden for importers.2°

Geopolitical risk has evolved from being a disruptor of the supply chain to a determinant of its structure.
Companies are no longer just planning for temporary delays; they are fundamentally re-architecting their
networks through strategies like reshoring, nearshoring, and supplier diversification to mitigate exposure to
permanent geopolitical fault lines.>* This represents a historic shift away from a decades-long strategy based on
pure cost optimization (sourcing from the cheapest location) toward a new model based on geopolitical risk
optimization. The fundamental rationale for supply chain design is changing. For the last 30 years, the primary
question was, "Where can we produce this at the lowest cost?" Now, the primary question is becoming, "What
network structure minimizes out exposute to geopolitical volatility?" This is a fundamental strategic pivot with

long-term implications for infrastructure investment, inventory strategy, and partner selection.
1.3 Confronting Exponential Risk: Why Supply Chain Fragility is the New Baseline

The central challenge is not any single factor, but the interconnectedness of the multiple pressures. The concept
of "Exponential Risk" describes a reality where intertwined threats create unforeseen levels of complexity.? A
cyber-attack, a port strike, a new tariff, and a weather event are no longer independent risks; they interact and

amplify each other, creating cascading failures in a system showing clear signs of strain.

The 2025 landscape is defined by a "system of interconnected pressures: cost, capacity, compliance,
sustainability, visibility, and workforce. Each one impacts the others".! A single disruption, like a cyber-attack or
a port system breakdown, can escalate into a chain of missed deliveries and canceled purchase orders,
highlighting the system's fragility.'* The interdependence of global economies means that distuptions in one
region can quickly spread in a "domino effect".?! This heightened risk is recognized at the highest level; CEOs
now view the supply chain as one of the top three risks to their business, requiring a dedicated focus on risk
management. This involves extending visibility deep into the supply chain, mapping suppliers down to the fourth

tier and beyond.”

The industry's traditional approach to risk management, which focuses on mitigating discrete, predictable events
(e.g., a port strike at a specific location), is insufficient in an environment of exponential risk. The new imperative
is to build systemic resilience - the ability of the entire network to absorb, adapt to, and recover from unpredictable
shocks from multiple domains. This requires a mental shift from risk avoidance to resilience engineering. The
mental model for risk management must change. Instead of a "list of risks" to be checked off, leaders must view
the supply chain as a complex adaptive system. The goal is not to prevent every failure (which is impossible), but
to design a system that can fail in a controlled manner and recover quickly. This is the essence of moving from
risk management to resilience engineering, where the focus is on capabilities like flexibility, visibility, and
redundancy rather than just predicting specific threats.
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Section 2: The Green Mandate: Decarbonization from Regulatory Pressure to Competitive Advantage

The global sustainability agenda represents the most significant structural transformation for the transport and
logistics industry in a generation. What was once a peripheral concern has now become a central driver of cost,
investment, and strategy. This section analyzes the profound impacts of this transition, arguing that the ability to

navigate the decarbonization landscape will define the winners and losers in the years to come.

2.1 A New Regulatory Framework: Analyzing the Global Impact of IMO, EU ETS, and FuelEU
Maritime

A new wave of environmental regulations is fundamentally reshaping the operational and economic terms of
global shipping. These rules are not confined to Europe or the maritime sector but will have ripple effects across
all global supply chains that touch the EU.

e IMO 2023 GHG Strategy: This global framework aims to achieve net-zero GHG emissions from
shipping by around 2050. It includes indicative checkpoints for 2030 (a reduction of at least 20%) and
2040 (a reduction of at least 70%) compared to 2008 levels. The strategy mandates a goal-based marine
fuel standard and a GHG emissions pricing mechanism, with measures expected to be adopted in fall
2025 and enter into force in 2027.°

e EU Emissions Trading System (ETS) for Maritime: Since January 1, 2024, this system includes
CO2 emissions from all ships over 5,000 gross tonnage calling at EU ports. The system covers 100% of
emissions on intra-EU voyages and 50% on voyages starting or ending in the EU. Shipping companies
must surrender emission allowances, with a gradual phase-in from 40% of emissions in 2024 to 100% in
2026.*

e FuelEU Maritime Regulation: This regulation took effect on January 1, 2025, and mandates a gradual
reduction in the GHG intensity of the energy used on board ships. The reduction starts at 2% in 2025
and reaches 80% by 2050, compared to 2020 levels. The regulation also requires the use of Onshore
Power Supply (OPS) in major EU ports from 2030.*

The EU's regulatory package (ETS and FuelEU) creates a "jurisdictional ripple effect.” By regulating 50% of
emissions on extra-EU voyages, the EU is effectively exporting its climate policy globally. A ship sailing from
Singapore to Rotterdam is now subject to a carbon price for half its journey, regardless of its flag or ownet's
nationality.?? This forces non-EU operators to adapt to EU standards, accelerating the global energy transition.
At the same time, it creates a complex and fragmented global regulatory landscape where compliance becomes a
significant competitive factor. The EU is using its market power as a major import/ export hub to set de facto
global standards. This creates a powerful incentive for global fleets to decarbonize faster than they might under
IMO rules alone. However, it also creates the potential for trade friction, as seen with the US administration's

"22

dismissal of IMO proposals as a "global carbon tax,"?? and complicates global logistics by creating different

operating cost structures for different trade lanes.
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Table 1: Global Regulatory Snapshot for Maritime Decarbonization

Regulation Issuing Scope Key Reduction Mechanism Key
Name Body (Vessel Size, Targets Deadlines
Voyage
Type)
IMO 2023 IMO Global Net-zero by Fuel Standard & Carbon = Adoption
GHG ~2050, -20% by  Price 2025, Entry
Strategy 2030, -70% by into force
2040 2027
EU ETS for European = >5,000 GT Aligns with Cap-and- In force Jan
Maritime Union callingat EU  overall ETS cap (- Trade/Allowances 2024, 100%
portts, 100% 62% by 2030 vs phase-in by
intra-EU, 2005) 2026
50% extra-EU
FuelEU European = >5,000 GT GHG Intensity Mandated GHG intensity In force Jan
Maritime Union calling at EU Reduction: -2% limits & Onshore Power = 2025, OPS
portts by 2025, -6% by  Supply (OPS) from 2030
2030, -80% by requirement

2050

2.2 The Energy Transition in Practice: Alternative Fuels, Electrification, and Operational Realities

The transition from policy ambition to operational reality presents enormous financial and practical challenges.

Decarbonization requires a complete overhaul of fuel infrastructure, fleet renewal, and operational processes.

The primary pathways to decarbonization in shipping include cleaner fuels like ammonia, hydrogen, and
methanol, as well as wind-assisted propulsion.?® Market leaders like Maersk have taken the lead by ordering dual-
fuel methanol engines and securing long-term supply agreements for bio- and e-methanol.>* This proactive
approach extends to land-based logistics. Maersk's strategy includes prioritizing modal shifts to rail and barge,
piloting biofuels and battery-electric trucks, and constructing new warehouses with zero direct emissions and
electrified equipment.25 Similarly, DHL has made "Green Logistics of Choice" one of its core bottom lines in its

Strategy 2030, aiming to be a leader in low-emission operations.26

The challenges, however, are significant. The high cost and limited availability of Sustainable Aviation Fuel (SAF)
make air freight a particularly difficult long-term challenge.?* There is also concern that the EU ETS, by
measuring only emissions and not fuel type, may incentivize the use of cheap "brown" fuels (produced from

fossil sources) over more expensive but more sustainably produced blue or green fuels.*?

The energy transition is creating a "two-tier" logistics industry. Large, well-capitalized players like Maersk and
DHL can make the massive, long-term investments in new vessels, electric fleets, and green fuel contracts. They
can absorb the risk and position themselves as leaders. Smaller and medium-sized carriers and forwarders,
however, face a significant capital barrier. The combination of high investment requirements, rising operational
costs due to carbon pricing, and customer demand for green solutions creates a formidable barrier to entry and
survival for smaller operators. This will likely accelerate M&A activity and concentrate market power in the
hands of a few large, integrated carriers that can offer end-to-end low-emission solutions, fundamentally altering
the competitive landscape.
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2.3 Beyond Compliance: ESG as a Core Performance Metric and Strategic Differentiator

Sustainability has transcended being a mere matter of regulatory compliance. It is now a critical component of
corporate reputation, risk management, and value proposition. Companies are using their Environmental, Social,
and Governance (ESG) performance to attract customers, talent, and investment, making it a central patt of

business strategy.

Sustainability has become a crucial performance metric for shippers when selecting logistics partners. ESG is
about ensuring the supply chain is ethical and resilient to avoid reputational, financial, and operational risks.?®
DHL has made "Green Logistics of Choice" one of its four strategic "bottom lines," viewing sustainability as a
key differentiator.2® A survey of supply chain professionals confirmed that ESG is one of the top three trends
shaping the future of supply chains.®

To achieve real improvements, measurement is essential. Without baseline data, it is impossible to know if modal
shifts or the use of alternative fuels are making a difference. Tools like Maersk's Emissions Dashboard allow

customers to measure their carbon footprint across their entire logistics network.2°

The focus on ESG is forcing a radical increase in supply chain transparency. To comply with regulations and
meet stakeholder demands, companies must now have detailed data not only on their own operations (Scope 1 &
2 emissions) but also deep into their supply chain (Scope 3). This data requirement is itself a major driver of the
industry's digitalization, as manual tracking is no longer feasible. The ESG mandate and the digital
transformation are not parallel challenges; they are deeply intertwined. The need for ESG compliance creates the
business case for the very technologies that enable greater visibility and control. In essence, the need to prove a

supply chain is "green" is forcing it to become "smart."
Section 3: The Digital Imperative: Technology as Both Solution and Vulnerability

Technology plays a dual role in the modern logistics industry. It is presented as the primary solution to
challenges of efficiency, visibility, and volatility. At the same time, its proliferation introduces significant new
risks, particularly in cybersecurity. This section explores this duality, analyzing how companies can leverage

technology's benefits while mitigating its inherent vulnerabilities.
3.1 The Al and Automation Revolution: Driving Efficiency from the Warehouse to the Last Mile

Artificial intelligence (Al) and automation are rapidly moving from experimental technologies to mission-critical
enablers for optimizing complex logistics operations. Their adoption is driving a wave of efficiency and new

capabilities across the entire value chain.

The market for Al in logistics has exploded, reaching a value of $20.8 billion in 2025, representing a compound
annual growth rate (CAGR) of 45.6% since 2020. More than half of the global supply chain industry is expected
to adopt Al this year, and 78% of supply chain leaders already report significant operational improvements after

implementing Al solutions.?® The applications are numerous and impactful:

e Warehouse Automation: The market is now valued at $29.9 billion. Major players like GXO, DHL,
and Amazon are acquiring robotics capabilities to improve efficiency and scalability. DHL has integrated
over 8,000 collaborative robots globally.?!

¢ Demand Forecasting: Al-based forecasting provides predictive insights based on historical data,

market trends, and inventory data. One case study showed a 30% reduction in forecast error.>°
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¢ Route Optimization: Al tools optimize logistics workflows and routes in real-time by adapting to
traffic and new orders.>

e Case Study (DB Schenker): By implementing Al-powered control towers that monitor 13 million
shipments daily, DB Schenker can detect disruptions within 3 minutes, automatically reroute shipments,

reduce delays by 35%, and save €45 million annually.??

Despite the clear benefits, significant barriers to adoption remain, including high implementation costs, data

quality and integration issues, and the need for workforce adaptation.®

The implementation of Al is not just about automating existing tasks; it is about creating entirely new
operational capabilities. The shift is from reactive problem-solving (e.g., finding a new truck after one breaks
down) to proactive and predictive optimization (e.g., Al predicting a maintenance issue before it occurs and rerouting
shipments in advance). This fundamentally changes the role of the logistics professional from a dispatcher to a
system orchestrator, managing exceptions flagged by an autonomous system. The value lies not just in doing
things faster or cheaper, but in changing the temporal nature of decision-making. By anticipating future states
(demand surges, equipment failures, port congestion), Al allows companies to shape outcomes rather than

merely react to them.
3.2 The Visibility Deficit: Overcoming Obscurity with IoT, Digital Twins, and Real-Time Data

Despite technological advances, a lack of end-to-end visibility remains a critical weakness in many supply chains.
This lack of transparency hinders effective decision-making and makes it difficult to respond to disruptions.
Technologies like the Internet of Things (IoT) and digital twins are being deployed to create a transparent, real-
time picture of the supply chain, which is the foundational requirement for resilience.

The problem is widespread: visibility still lags, with 43% of companies unable to track goods between handover
points, especially across borders.>? Without this visibility, decisions are made "in the datk." The solutions,

however, are maturing:

e IoT & Sensors: Real-time monitoring with 10T sensors provides measurable results. A pharmaceutical
supplier specializing in cold chains used temperature sensors to reduce spoilage by nearly 60% and
improve audit times by 35%.

e Digital Twins: Forward-thinking companies are creating digital twins of their physical supply chains,
enabling continuous monitoring and proactive scenario planning. DHL is actively exploring this
technology to improve operations.>®

¢ Cloud-based TMS: Cloud-based Transport Management Systems are a key tool for achieving real-time
tracking.®?

The quest for visibility creates a "data ecosystem imperative." A single company cannot achieve end-to-end
visibility alone, as shipments pass through multiple partners (cattiers, ports, customs, 3PLs). True visibility
requires secure, standardized data sharing across a network of partners. This elevates the challenge from being
technical (installing sensors) to being strategic (building trusted data-sharing alliances and platforms). The
technological tools for visibility exist. The real barrier is now commercial and relational. Companies must move
beyond protecting their data in silos and participate in collaborative platforms. This involves developing
common data standards, governance protocols, and commercial agreements for data sharing. The next
competitive frontier in logistics may not be fought over who has the best ships or trucks, but over who can build

and lead the most effective data-sharing ecosystem.
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3.3 The Digital Downside: Mitigating the Escalating Threat of Cybersecurity Risks

As the T&L sector becomes more digitized and interconnected, it also becomes a more valuable and vulnerable
target for cyber-attacks. The increased reliance on technology creates new attack surfaces that criminals are quick
to exploit. Cybersecurity threats are expected to grow, with weak points in the supply chain providing a key entry

point for malicious actors.?®

The proliferation of online services, cloud solutions, and Al significantly increases the risk of cyber-attacks. The

specific threats are severe and varied:

¢ Ransomware attacks on critical infrastructure like transport networks and warehouse management

systems.
e Data breaches exposing sensitive information such as customer data and financial records.

e Cyber-physical attacks that disrupt operations by manipulating physical systems like robots or

vehicles.

¢ Manipulation of logistics systems for financial gain, such as rerouting shipments or committing

invoice fraud.

Ironically, Al is also a key part of the defense against these threats. Al-powered solutions are crucial for a
modern cyber defense. They can analyze network behavior to detect anomalies, provide proactive threat

intelligence by scanning vast data sources, and automate incident response to isolate threats in real-time.®

The most insidious threat is the "cybet-physical attack," where a digital breach has a direct, kinetic effect in the
real world. Hacking a port's operating system to cteate chaos, manipulating a warehouse's robotic systems to
cause collisions, or altering a ship's navigation data are no longer theoretical risks. This convergence of digital
and physical risk domains requires a new, integrated approach to security that breaks down the silos between IT
security teams and operational safety teams. Traditional cybersecurity focuses on protecting data and I'T
networks, while operational safety focuses on preventing physical accidents. The emergence of the cyber-physical
threat vector renders this traditional separation obsolete. A vulnerability in the IT network can lead to a serious
safety incident on the warchouse floor or at a port terminal. The security strategy must therefore become holistic,
integrating I'T cybersecurity protocols with operational technology (OT) safety procedures.

Section 4: The Human Capital Crisis: Confronting a Global Labor Shortage

Beyond the technological and economic challenges, the global transport and logistics industry faces a deep and
worsening shortage of skilled labor. This crisis is structural, threatening the long-term capacity of the entire
global trade system. It is further exacerbated by rising criminal activity that exploits a system under pressure.

4.1 The Demographic Time Bomb: A Deep Dive into the Global Driver and Seafarer Shortage

Labor shortages in the two most critical transport sectors—trucking and seafaring—have reached a critical level.
The problem is driven by an aging workforce and an inability to attract young talent, constituting a "ticking

demographic time bomb".’

e Truck Driver Shortage: This is a global structural problem with over 2.6 million unfilled positions in
2021, and a forecast of 3.6 million in 2024. In Europe, the deficit was over 380,000 in 2021, while in the

US it was 80,000.1° 3¢
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e Aging Workforce: The core of the problem is a "widening age chasm." Globally, 31.6% of truck drivers
are over 55, while only 6.5% are under 25. In Australia, 47% are over 55. Over the next five years, 3.4

million drivers are expected to retire.'®

o Seafaring Officer Shortage: The 2021 BIMCO/ICS report warned of a current deficit of 26,240
officers and a projected need for an additional 89,510 by 2026. The shortage is particularly acute for
officers with technical experience at the management level."* While some studies challenge the overall
shortage thesis, they concede that the supply of senior officers (Chief Mates, Second Engineers) may be

constrained.?®

e Causes: Key factors include the aging population, a high minimum entry age (up to 26 in some
countries), a lack of qualified drivers, and poor working conditions (treatment at delivery sites, lack of
well-equipped rest areas). Pay is a lesser factor, with 81% of drivers reporting satisfaction with their

jobs.37

The labor shortage poses a direct constraint on economic growth. Even if demand for goods is high and new
ships and trucks are being built, the lack of qualified personnel to operate them creates an artificial ceiling on the
capacity of the global supply chain. This means that during periods of economic recovery, labor shortages—not
equipment shortages—will become the primary bottleneck, leading to more intense and prolonged periods of
inflation and disruption. The human element has become the system's limiting factor. The T&L industry acts as
the circulatory system of the global economy. The labor shortage is akin to arteriosclerosis. The system can no
longer scale up to meet sudden surges in demand. Therefore, in the next economic upswing, the inability to
move goods due to a lack of people will hit faster and harder than before, directly stifling economic growth and

acting as a powerful inflationary driver.

Table 2: The Global Workforce Deficit: A Cross-Sector View

Sector Role Region/Scope  Shortage Figure Key Demographic Primary
(Latest Available) Challenge Source
Road Truck Global (36 3.6 million unfilled = 31.6% of drivers >55 IRU 2024
Freight Driver countries) positions (2024) vs. 6.5% <25 Report
Road Truck Europe >380,000 unfilled 7% of drivers <25 IRU 2022
Freight Driver positions (2021) Report
Road Truck USA 80,000 driver Aging driver ATA / IRU
Freight Driver shortfall (2021) population 2022 Report
Maritime  Seafarer  Global 26,240 current Shortage of technical BIMCO/ICS
Officer shortfall (2021) experience at 2021 Report
Management Level
Maritime  Seafarer  Global Projected need for  Increasing demand for ~ BIMCO/ICS
Officer 89,510 additional STCW certified 2021 Report

officers by 2026 officers

4.2 Beyond the Driver's Seat: The Widening Skills Gap in a Digitized Industry

The human capital challenge extends beyond operators. The rapid digitalization of the industry is creating a new
skills gap. There is a growing demand for talent in data analytics, AI/ML, cybersecutity, and automation, and
attracting this talent to a traditionally "blue-collar" industry is difficult.
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As the regulatory landscape becomes more complex and technology proliferates, the skills needed for
compliance and management are evolving. This requires investment in training, automation, and new technology
solutions.?* Technologies that solve complex problems are themselves complex, often requiring specialized
consultants for setup and operation.®” Millions of jobs will be augmented by Al, requiring major reskilling efforts
to meet shifting talent needs.*® While AT may lower the skills barrier in some areas, it creates demand for higher-

level skills in others.*°

The T&L industry is now in direct competition for talent with the tech sector. To attract data scientists, software
engineers, and cybersecurity experts, logistics companies must fundamentally change their culture, work
environments, and compensation structures. This is a profound identity crisis for an industry built on physical
assets and operational muscle. There is a cultural and competitive mismatch. The T&L industry needs tech talent
to survive, but it is not currently structured to attract it. This creates a "war for talent” on two fronts: a desperate
tight for traditional operational roles (drivers, seafarers) and a new, difficult battle for high-tech roles. Winning
this second front requires a transformation of the industry's employer brand, a process far more complex than

simply raising wages.
4.3 A Compounding Threat: The Rise of Organized Cargo Theft

The strain on the workforce and digital loopholes are being exploited by organized crime. Rising cargo theft is
not just a cost issue; it adds another layer of pressure and risk to an already stressed system and a beleaguered

workforce.

Data from Q2 2025 shows that cargo theft has increased by 33% year-over-year. Particularly vulnerable areas
include California (a 38% increase) and Texas (a 21% increase). Electronics, food, and home goods are the most
sought-after targets. This threat exacerbates the pressure on shippers already struggling with labor shortages, and
criminals are exploiting digital loopholes as quickly as they emerge.’

The nature of cargo theft is evolving in parallel with the industry's digitalization. It is moving from simple
physical hijacking to more sophisticated methods involving digital fraud, hacking TMS systems to create
phantom pickups, and exploiting visibility gaps. This makes cargo theft as much a cybersecurity problem as a
physical security problem. The modern cargo thief is as likely to be a hacker as a highway robber. They can
exploit the very systems designed to create efficiency (digital booking platforms, TMS) to commit theft. This
means the solutions cannot be purely physical (better locks, secure facilities). They must include robust digital
security measures like multi-factor authentication for carriers, verification of pickup orders, and monitoring for
abnormal system behavior, linking the fight against cargo theft directly to the broader cybersecurity challenge.

Section 5: Strategic Pathways to Resilience: Designing the Future Logistics Network

Having analyzed the multifaceted challenges facing the transport and logistics industry, this final section shifts
focus from problem analysis to strategic solutions. It will synthesize the report's key themes to outline a holistic
framework for building resilient, agile, and sustainable supply chains.

5.1 From Lean to Agile: Redefining Inventory, Network Design, and Sourcing Strategies

The era of "just-in-time" and lean manufactuting as the default strategy is over. The new priority is resilience,
which requires a strategic embrace of redundancy, flexibility, and agility in network design and inventory

management.

¢ Network Redesign: Companies are moving away from centralized, single-node distribution centers in
favor of distributed networks with multiple hubs to reduce delivery times and localize distribution. This

: : : : : o, 4
includes reshoring and nearshoring to reduce risk and improve resilience.™

( 1
{1 10
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e Inventory Strategy: Inventory management is a major concern. The challenge is to balance inventory
levels amidst demand volatility and disruptions. The new strategy involves anticipatory replenishment,
positioning inventory closer to markets, and using advanced analytics and predictive modeling to

optimize levels.*!

e Sourcing Diversification: The microchip shortage demonstrated the danger of relying on a single
supplier. Resilient companies are building diverse supplier networks and maintaining strategic buffer

stocks. This adds complexity but is crucial for risk mitigation.”

The optimal supply chain is no longer the cheapest, but the one with the best cost-to-resilience ratio. This requires a
new set of KPIs. Instead of just measuring inventory turns and cost-per-mile, companies must now measure
metrics like "time to recover" after a disruption, supplier diversification scores, and network flexibility. There is a
new strategic trade-off at play. The x-axis is no longer just "cost," but "cost of resilience." The y-axis is "risk
exposure." The goal is to find the optimal point on this new curve. This requires sophisticated modeling (such as
the cost-to-serve analyses mentioned in *2) to understand the true cost of a disruption versus the ongoing cost of

maintaining a resilient network.
5.2 Building Strategic Alliances: The Evolving Role of 3PLs and Collaborative Ecosystems

No single company can build a fully resilient supply chain alone. Collaboration is essential, and this section
explores the critical importance of partnerships, focusing on the evolving role of sophisticated, tech-driven third-

party logistics (3PL) providers and the need for broader ecosystem collaborations.

Supply chain challenges have reinforced the value of leading 3PLs. Shippers seck their guidance to optimize
spend, reliability, and sustainability. Sophisticated 3PLs use proprietary technology to turn data into actionable
strategies.*> Collaborative models are gaining traction, with competing companies sharing transport capacity to
reduce empty miles. In urban areas, collaborative drop-off points and micromobility solutions require
partnerships between carriers, city planners, and property managers. Sharing knowledge and data with ecosystem
partners is crucial for risk mitigation, and Maersk highlights strategic partnerships with key suppliers as one of its

three pillars of resilience.*3

The relationship between shippers and 3PLs is evolving from a transactional, cost-based one to a deep, strategic
partnership. Shippers are no longer just outsourcing transport; they are outsourcing resilience. They rely on their
3PL partnet's technology, network breadth, and expertise to navigate volatility. The selection criteria for a
logistics partner have changed. The key question is no longer, "Can you move my box from A to B for the
lowest price?" It is now, "What capabilities (tech, network, data, expertise) can you bring to make my entire
supply chain more resilient to shocks?" This transforms the procurement process, favoring large, integrated

logistics partners that can offer a holistic resilience solution, not just a transport service.
5.3 An Integrated Response: Synthesizing Technology, Talent, and Strategy for a Volatile World

To survive and thrive in the new logistics era, a holistic and integrated strategy is required. Siloed approaches to
technology, talent, or risk management will fail. Success depends on the ability to weave these elements into a
single, coherent, and adaptive corporate strategy.

Adaptability is key. Logistics in 2025 is too dynamic for static playbooks. The companies that perform best are
those that adapt quickly, review performance quarterly, and keep their operations connected." A holistic
approach is essential. Maersk's resilience model emphasizes the integration of technology (real-time visibility),
risk management (contingency planning), and collaboration.** Deloitte's framework for AT adoption highlights
the need for an integrated approach covering strategy, change management, technology, and data.>® The biggest
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barrier to Al success (and thus digital transformation) is leadership, not employee readiness. Leaders must drive

the transformative change needed to align resilience investments with organizational priorities.>*

The fundamental challenge facing the T&L industry is a crisis of complexity. The number, speed, and
interconnectedness of risks have outpaced the capacity of traditional, hierarchical management structures to
respond effectively. The solution is to build an "agile organization" that is as flexible and adaptive as the
environment in which it operates. This requires empowering cross-functional teams, flattening decision-making
structures, investing heavily in integrated data platforms that provide a single source of truth, and fostering a
culture of continuous learning and adaptation. A company cannot effectively manage a dynamic, interconnected
network of risks with a static, siloed internal structure. Therefore, the final strategic imperative is organizational
transformation. Leaders must redesign their companies to be faster, more collaborative, and more data-driven
from the inside out to successfully navigate the complexity of the outside world. The challenge is no longer just
logistical; it is organizational.

A



KNOW®S

Cited Works

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

East Coast Watrehouse & Distribution Corp. (n.d.). Top Logistics Challenges Shippers Face in 2025. Retrieved October 10, 2025,

from https://www.eastcoastwarehouse.com/blog/top-logistics-challenges-shippers-face-in-2025

Moody's. (n.d.). Geapolitics & Supply Chains in the Era of Exponential Risk. Retrieved October 10, 2025, from

https://www.moodys.com/web/en/us/insights/exponential-risk/geopolitical-and-supply-chains.html

APL Logistics. (n.d.). Macro Trends and the Supply Chain: Implications for Logistics. Retrieved October 10, 2025, from

https://www.apllogistics.com/resources-and-news/thought-leadership /macro-trends-and-the-supply-chain-implications-for-

logistics/

European Commission. (n.d.). New EU rules aiming to decarbonise the maritime sector take effect. Retrieved October 10, 2025, from

https://transport.ec.europa.eu/news-events/news/new-eu-rules-aiming-decarbonise-maritime-sector-take-effect-2024-01-

01 en

International Maritime Organization. (n.d.). IMO's work to cut GHG emissions from ships. Retrieved October 10, 2025, from

https://www.imo.org/en/ourwork /environment/pages/ cutting-ghg-emissions.aspx

Liferay. (2025). 5 Supply Chain Trends Every Business Should Watch in 2025. Retrieved October 10, 2025, from
https://www.liferay.com/blog/digital-strategy/5-supply-chain-trends-every-business-should-watch-in-2025

KPMG. (2025). Sixc supply chain trends to watch in 2025. Retrieved October 10, 2025, from
https://kpmg.com/xx/en/home/insights /2024 /12 /six-supply-chain-trends-to-watch-in-2025.html

RTS Labs. (n.d.). AI Solutions for Cybersecurity in 1ogistics. Retrieved October 10, 2025, from https://rtslabs.com/ai-solutions-for-

cybersecurity-in-logistics

NatRoad. (n.d.). Global report warns of trucking's ticking driver shortage demagraphic timebomb. Retrieved October 10, 2025, from

https://www.natroad.com.au/news-info/media-releases/global-report-warns-of-trucking-s-ticking-driver-shortage-

demographic-timebomb

International Road Transport Union. (2024). Widening age chasm compounds truck driver shortage crisis: new IRU report. Retrieved

October 10, 2025, from https://www.iru.org/news-resources/newsroom/widening-age-chasm-compounds-truck-driver-

shortage-crisis-new-iru-report

Container News. (2021). BIMCO/ICS Seafarer Workforce Report predicts serious seafarer shortage. Retrieved October 10, 2025, from

https://container-news.com/bimco-ics-seafarer-workforce-report-predicts-serious-seafarer-shortage

UPS Supply Chain Solutions. (2025). 2025 O3 Global Freight Transportation and Logistics Trends. Retrieved October 10, 2025, from

https://www.ups.com/us/en/supplychain/resources/news/global-freight-transportation-and-logistics-trends.page

Z2Data. (2025). The Most Destructive Supply Chain Challenges in 2025 and How to Navigate Them. Retrieved October 10, 2025, from
https://www.z2data.com/blog/the-most-destructive-supply-chain-challenges-in-2025-and-how-to-navigate-them

Federal Reserve Bank of New York. (n.d.). Global Supply Chain Pressure Index (GSCPI). Retrieved October 10, 2025, from

https://www.newyorkfed.org/research/gscpi# /interactive

Federal Reserve Board. (n.d.). Supply Chain Constraints and Inflation. Retrieved October 10, 2025, from
https://www.federalreserve.gov/econres/feds/supply-chain-constraints-and-inflation.htm

European Central Bank. (n.d.). Global supply chain pressures, inflation, and implications for monetary policy. Retrieved October 10, 2025,
from https://www.ccb.curopa.cu/press/key/date /2023 /html/ecb.sp230627 1~a4acd95294.cn.html

TGL. (n.d.). The Impact of Geopolitical Tensions on Global Iogistics. Retrieved October 10, 2025, from https://tgl.co/the-impact-of-

geopolitical-tensions-on-global-logistics

Umcargo (n d.). The Impact 0f Geapa/ztzm/ Events on Global Supply Chains. Retrieved October 10, 2025, from

FECC. (2022). Driver Shortage Global Report 2022. Retrieved October 10, 2025,
from(https://www.fecc.org/images/downloads/logistics/IRU 2022 Driver Shortage Global Report.pdf)



https://www.eastcoastwarehouse.com/blog/top-logistics-challenges-shippers-face-in-2025/
https://www.moodys.com/web/en/us/insights/exponential-risk/geopolitical-and-supply-chains.html
https://www.apllogistics.com/resources-and-news/thought-leadership/macro-trends-and-the-supply-chain-implications-for-logistics/
https://www.apllogistics.com/resources-and-news/thought-leadership/macro-trends-and-the-supply-chain-implications-for-logistics/
https://transport.ec.europa.eu/news-events/news/new-eu-rules-aiming-decarbonise-maritime-sector-take-effect-2024-01-01_en
https://transport.ec.europa.eu/news-events/news/new-eu-rules-aiming-decarbonise-maritime-sector-take-effect-2024-01-01_en
https://www.imo.org/en/ourwork/environment/pages/cutting-ghg-emissions.aspx
https://www.liferay.com/blog/digital-strategy/5-supply-chain-trends-every-business-should-watch-in-2025
https://kpmg.com/xx/en/home/insights/2024/12/six-supply-chain-trends-to-watch-in-2025.html
https://rtslabs.com/ai-solutions-for-cybersecurity-in-logistics/
https://rtslabs.com/ai-solutions-for-cybersecurity-in-logistics/
https://www.natroad.com.au/news-info/media-releases/global-report-warns-of-trucking-s-ticking-driver-shortage-demographic-timebomb
https://www.natroad.com.au/news-info/media-releases/global-report-warns-of-trucking-s-ticking-driver-shortage-demographic-timebomb
https://www.iru.org/news-resources/newsroom/widening-age-chasm-compounds-truck-driver-shortage-crisis-new-iru-report
https://www.iru.org/news-resources/newsroom/widening-age-chasm-compounds-truck-driver-shortage-crisis-new-iru-report
https://container-news.com/bimco-ics-seafarer-workforce-report-predicts-serious-seafarer-shortage/
https://www.ups.com/us/en/supplychain/resources/news/global-freight-transportation-and-logistics-trends.page
https://www.z2data.com/blog/the-most-destructive-supply-chain-challenges-in-2025-and-how-to-navigate-them
https://www.newyorkfed.org/research/gscpi#/interactive
https://www.federalreserve.gov/econres/feds/supply-chain-constraints-and-inflation.htm
https://www.ecb.europa.eu/press/key/date/2023/html/ecb.sp230627_1~a4acd95294.en.html
https://tgl.co/the-impact-of-geopolitical-tensions-on-global-logistics/
https://tgl.co/the-impact-of-geopolitical-tensions-on-global-logistics/
https://unicargo.com/the-impact-of-geopolitical-events-on-global-supply-chains/
https://www.fecc.org/images/downloads/logistics/IRU_2022_Driver_Shortage_Global_Report.pdf

KNOW®S

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

30.

37.

38.

39.

Plante Moran. (2025) 2025 top supply chain issues. Retrieved October 10, 2025, from
¥ .plantemoran.com/insights/articles/2024/12/2025- supply-chain-issues

The American Journal of Management and Economics Innovations. (n.d.). Global Trends in Logistics: The Impact of Geopolitical
Factors on Supply Chains. Retrieved October 10, 2025, from

https://www.theamericanjournals.com/index.php/tajmei/article/view/1004

U.S. International Trade Commission. (n.d.). New Maritime Decarbonization Regulations: Backgronnd & Market Effects (Part 2).
Retrieved October 10, 2025, from

https:/ /www.usitc.gov/publications/332/journals/new maritime decarbonization regulations background market effects p

art 2.pdf

DWF Group. (n.d.). Sustainability and the shipping industry: Challenges, progress and the road abead. Retrieved October 10, 2025, from
https://www.dwfgroup.com/en/news-and-insights/insights /2023 /11 /sustainability-and-the-shipping-industry

IMD. (n.d.). Shipping Decarbonization - Maersk. Retrieved October 10, 2025, from

https://www.imd.otg/ibyimd/sustainability/shipping-decarbonization-maersk

Maersk. (n.d.). Decarbonising Logistics. Retrieved October 10, 2025, from https://www.maersk.com/sustainability/decarbonising-
logistics

DHL Group. (n.d.). Strategy. Retrieved October 10, 2025, from https://group.dhl.com/en/about-us/strategy.html

Thomson Reuters. (2025). 2025"s supply chain challenge: Global trade disruption. Retrieved October 10, 2025, from
https://tax.thomsonreuters.com/news/2025s-supply-chain-challenge-global-trade-disruption

DHL Group. (n.d.). DHL unveils new Innovation Center to power the future of logisties. Retrieved October 10, 2025, from
https://group.dhl.com/en/press/press-releases /2024 /dhl-unveils-new-innovation-center-to-power-the-future-of-logistics.html

Maersk. (n.d.). Climate Change. Retrieved October 10, 2025, from https://www.maersk.com/sustainability/climate-change

DocShipper. (2025). How Al is Changing Logistics & Supply Chain in 20252. Retrieved October 10, 2025, from
https://docshippetr.com/blog/ai-in-logistics-and-supply-chain

Yourco. (2025). Top 11 Challenges in the Logistics Industry in 2025. Retrieved October 10, 2025, from

https://yourco.io/blog/challenges-in-the-logistics-industry

NMFTA. (n.d.). Digital Transformation in Iogistics. Retrieved October 10, 2025, from https://nmfta.org/digital-transformation-in-

logistics/

Deloitte. (n.d.). AI in Modern Supply Chain Management. Retrieved October 10, 2025, from

https://www2.deloitte.com/us/en/pages/consulting/articles /artificial-intellicence-in-supply-chain.html

Deloitte. (n.d.). Gen Al in z‘mmj)omztmn Retrleved October 10, 2025 from

innovation/thought-leadership/innovation-trends-and-insights.html

Canacar. (2022). Driver Shortage Global Report 2022: Summary. Retrieved October 10, 2025, from(https://canacar.com.mx/wp-
content/uploads/2022/10/IRU-2022-Driver-Shortage-Global-Report-Summary.pdf)

UNECE. (2022). Driver Shortage Global Report 2022. Retrieved October 10, 2025,
from(https:/ /unece.org/sites/default/ files/2022-10/IRU%202022%20Dtiver%20Shortage%20Global %o20Report.pdf)

Southampton Solent University. (n.d.). Revisiting the shortage of seafarer officers: A new approach to analysing statistical data. Retrieved
October 10, 2025,
from(https:/ /pure.solent.ac.uk/ws/portalfiles/portal /10107120/Revisiting_the_shortage_of_seafarer_officers.pdf)

McKinsey & Company. (2023). The state of Al in 2023: Generative Al's breakont year. Retrieved October 10, 2025, from

https://www.mckinsey.com/capabilities/quantumblack /our-insights / the-state-of-ai-in-2023-generative-ais-breakout-year



https://www.plantemoran.com/insights/articles/2024/12/2025-top-supply-chain-issues
https://www.theamericanjournals.com/index.php/tajmei/article/view/1004
https://www.usitc.gov/publications/332/journals/new_maritime_decarbonization_regulations_background_market_effects_part_2.pdf
https://www.usitc.gov/publications/332/journals/new_maritime_decarbonization_regulations_background_market_effects_part_2.pdf
https://www.dwfgroup.com/en/news-and-insights/insights/2023/11/sustainability-and-the-shipping-industry
https://www.imd.org/ibyimd/sustainability/shipping-decarbonization-maersk/
https://www.maersk.com/sustainability/decarbonising-logistics
https://www.maersk.com/sustainability/decarbonising-logistics
https://group.dhl.com/en/about-us/strategy.html
https://tax.thomsonreuters.com/news/2025s-supply-chain-challenge-global-trade-disruption/
https://group.dhl.com/en/press/press-releases/2024/dhl-unveils-new-innovation-center-to-power-the-future-of-logistics.html
https://www.maersk.com/sustainability/climate-change
https://docshipper.com/blog/ai-in-logistics-and-supply-chain/
https://yourco.io/blog/challenges-in-the-logistics-industry
https://nmfta.org/digital-transformation-in-logistics/
https://nmfta.org/digital-transformation-in-logistics/
https://www2.deloitte.com/us/en/pages/consulting/articles/artificial-intelligence-in-supply-chain.html
https://www2.deloitte.com/us/en/insights/focus/generative-ai/transportation-industry.html
https://www.dhl.com/us-en/home/insights-and-innovation/thought-leadership/innovation-trends-and-insights.html
https://www.dhl.com/us-en/home/insights-and-innovation/thought-leadership/innovation-trends-and-insights.html
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai-in-2023-generative-ais-breakout-year

KNOW®S

40.

41.

42.

43

44,

McKinsey & Company. (n.d.). Superagency in the workplace: Empowering people to unlock Al's full potential. Retrieved October 10, 2025,

from https://www.mckinsey.com/capabilities/people-and-organizational-performance/out-insights /superagency-in-the-

workplace-empowering-people-to-unlock-ais-full-potential

Maersk. (2025). Building resilient supply chains: how strategic warebousing networks and partnerships drive agility in 2025. Retrieved October
10, 2025, from https://www.maersk.com/news/articles/2025/01/15/building-resilient-supply-chains-how-strategic-

watchousing-networks-and-partnerships-drive-agility

Harris Williams. (2025). Outlook 2025: Transportation & Logistics. Retrieved October 10, 2025, from

https://www.harriswilliams.com/article/ outlook-2025-transportation-logistics

Maersk. (n.d.). Enbancing supply chain resilience: Key strategies from risk to resilience. Retrieved October 10, 2025, from

https://www.maersk.com/insights /resilience /2024 /05/22/enhancing-supply-chain-resilience

Maersk. (n.d.). Supply Chain Resilience Model. Retrieved October 10, 2025, from https://www.maersk.com/supply-chain-
management/resilience-model



https://www.mckinsey.com/capabilities/people-and-organizational-performance/our-insights/superagency-in-the-workplace-empowering-people-to-unlock-ais-full-potential
https://www.mckinsey.com/capabilities/people-and-organizational-performance/our-insights/superagency-in-the-workplace-empowering-people-to-unlock-ais-full-potential
https://www.maersk.com/news/articles/2025/01/15/building-resilient-supply-chains-how-strategic-warehousing-networks-and-partnerships-drive-agility
https://www.maersk.com/news/articles/2025/01/15/building-resilient-supply-chains-how-strategic-warehousing-networks-and-partnerships-drive-agility
https://www.harriswilliams.com/article/outlook-2025-transportation-logistics
https://www.maersk.com/insights/resilience/2024/05/22/enhancing-supply-chain-resilience
https://www.maersk.com/supply-chain-management/resilience-model
https://www.maersk.com/supply-chain-management/resilience-model

